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ERHE DML FERIC T AT SETH D, L., BRARICET 2 ERES
O A R—EF 2 UF 4 IRBHFZEGBCRL - TRY . BEERESIZE>THRW,

& IMDRF HA & v A%, EFSROYFA A—X2 )7 CETHEEECZRD T
BHO—MBFERIL RA NSTIT 4 ARRMTHZ LR AN E TS, ALETIE, B
Bk OSSR AN 2 BRO 3 ECEWCERT S, 4THTIL, EREROY A/ —
TE = UTF 4 O—FEHNCOWTEEER U, 5 THED 6 T, BRESROVA —EF
2 U5 4 B A AR S E L OHIRBE R BT BRA VT 7T 4 AT DOWTES
OHERETE 5 FERRE IR 5, HRATERC OV T, EIC W ERR R LSRR
“&Té ﬁm%ﬁﬂbowfﬂ éf@ﬁ&%%%hﬁﬁtﬁﬁ%@%@ﬁ?é

XI%M\mﬂmF#Wﬁbt&ﬁ%ﬁ®%4nmk#nJ74h%kbt%@®ﬁ4
Wy 2 ThHN, BXxalF 4 oW TIRELS BT 5 ETHET & IMDRF XFL
L [IMDRF/GRRP WG/N47 FINAL: 2018) A33if b b, YiorEd, ERER U
B4 2 (In Vitro Diagnostic : IVD) [ERHEHR OB R URIEIZBY VCRBETAXE
AEAEBELZREL VD, TN HOERARTEGEREDL, BEREROETA 7 A7V
(Total Product Life Cycle : TPLC) Z#- T, AHA F U AL HLCBRT HI LPEE
LV, ZOMoMESTETHS [IMDRF/SaMD WG/N12 FINAL: 2014 @ 9.3 IR T,
e h BT HBOEREF 2 )T 4 QEEHECOVWTRHE I TEY, ERESEY 7
N =7 (Software as Medical Device : SaMD) DfFHE ¥ o U 7 1 (CEET HE oD
HENREEDLNLTWD, ' : ‘

INAT O SR TEICIE, FET 7 A S ORES, ElRera VT RUHA S—EXa V5 OBRER
ECREERTERINTE Y. Eﬁ%%@é747#4&whﬁof KM F AL BRI
HEELW,
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2.0 T FALEE

AER, £TORERGREICHT C, Ef#SE IVD EREBREET) Ot/ —%
Fa VT RT3~ IRBEANCR A EREE 2 5 L ETHE, TR I 32 h
T T4 AERMETH LA BME UTER S, RCGETIR, BIERE. ~AX
TT7Tang ] BHERBRC—FICmT €, BT 5 BICs LT ER S 2
THRCBEIVBDT AN X2 Y T4 VR EH/METEZ LICED, BRERO
REMER MR L, EERZRET 008K REIELZRV 2D T
WBh, AIFAH UV ATIRARBANATT P i, EFREEEEEh5,

AXETHE, 7r—A V=T ROTR ST AnYyraria—380Y 7 v
TEETHERBE (B X—X2A—H BERT) | IV 7 by =7 ERCEE
TAHERER (Bl SaMD) T AV A A Xx a2 Y FoonTEFRShTW5,
TE AL ORISR, FOERRERSROZEERTHRICRE STV S 2D,
AXEOHBHER., BE~OMERBEAT ZREHICT 2RFICBES LTS 2
CICHEEBETHORERD S, HIZE, EFEBOMRICEEY S 25, BREEICETE
FRET, HLU BB IIRRICBR 2 A S —EF2 VYT 0 U R 71T, A
EOFEBRE L B END, T—FTTA R —DORES, FOMOEELEETHD
B, AXETHEHGE OBRAT D, E5I0, AXEBTIE, MNEEEZOLEEEICE
fé#%ﬁ—t#19?4%ﬁmﬁﬁbe%%¢éo@%%%@ﬁ%ﬁ@@t#:U?

BT 5N 7T 4 AZOWTCE, KEE SHERERHTIFSERT (National Institute
of Standard and Technology : NIST) M- /\““'3:25?1 VT o7 b—bTU—2 B3 ERE L
LTOEEREEEZRELTHD,

ALERUTOHEELERLTNS,
) E%%ﬁ®£#&0ﬁ%u@ﬂﬁﬁ%ﬂ~f%:)7%ﬁﬁ%ﬁ&ﬁ@t »iz, U
R YR AT S a—F BT 5, '

o ERBRROBHES WD ~VATTA VT T OREM, BRERUE X 2 ) F 1 &
Y5, |

o BNt Fa )T BEEE LR ST EAL S aemtF . SRR
OMTt R RES 2 S 12T OBIEEOLREETHS = L Wl 5.

. %n%w%%%mﬂbf\%&547%4&»@%@&@0\%%ﬁ%wux&%
B/MET B DI AR R EHE R D, '

o EmEERTSLEIC. ERMEOYA At X a )T RS0, B
DARA TG I T 4 ARTET B, | '
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YA R_R—EFa §TF 4 DA T v b, BEEUHEBECOWT, @@%%ﬁté
ERIEE LT DD BAVEREAORY —2RET 5,

Foks. EEEROBECLAECRMICECT, BMORNSERLELZVELZ L
WBETAVNERD S,

3.0 BH

AXETHNSHBERTESRIX. ELT 2R L&k, I UNT IMDRE/GRRP WG/N47
FINAL: 2018 \2 ¥4 5,

3.1
3.2
33
3‘.4

3.5

3.6

37

38

WEE (Asset) : A, MEUTBUFIC & » THEDH 2. HEHULT V& VHER
DETT AT A (ISO/IEC JTC 1/8C 41 N0317, 2017-1 1-12) -

W (Attack) : BEOMRE, B8, &4, B, BA. JUIRFT STV
W 2B RE L IER ORI (ISO/MEC 27000:2018)

W ( Authentication) : TUF 4T 4 DEEOTEYSMEICE T S RIEDRM
(ISO/IEC 27000:2018)

BIEM (Authenticity) : =T 4 7 4 DM (ISO/MEC 27000:2018)

HERR - (Authorization) : BHEDAT &, F— % RUMBERICT 7 £ 2T B IO
RS T2 LT, (SO27789:2013)

FERE £ IS0 74982 (O3 (HERIOH, 77 AHICIESE 7 7 2 AOHRIEH
Y5 LA Kl b, -

A (Availability) : BRT DT 47T 4 ~DF 7% A RO A O R iEk
(ISO/IEC 27000:2018) ' .

W=y Rrzay e —AFBE (MEMOFE)  (Compensating Risk Control
Measure (Compensating Control)) : H#RatEtO—HBL LTEBESND I A7 =2/ b

n— L EROAEE LT, EEABRERSIR2VWESICEAShIBEDD A
7 aybha—)VFE (AAMI TIR97:2019)

EEgiEl Y Ay al I~ g— VRS LTI, BEEEPRET LT /7°~7-
#\ﬁﬁﬂﬂw—ﬁmmﬁmmbbﬁé

H&IE M (Confidentiality) : #B AT M TWIRVMEA, i/74 F 4 XL o Rl
¥ UC, [FREBRREY. EH g (ISO/IEC 27000:2018)
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IMDRF/CYBER WG/N6OFINAL:2020

3.9 WHIRRY R MET M OBR (Coordinated Vulnerability Disclosure : CVD) : AFZEE KO8
ZOMOREBERE DR, MHBEORRICEETZ Y A7 &R T 2 o OfifRE
%%oﬁétbﬁ@ﬁ%%&ﬁﬁbfﬁiiutz(AMﬂﬂmmmw)

HERE: 2O B AT, WHE L E OMRK BT 2 RORE, W, BRYS
DERBEEND, ‘

30V ANR—EXa VT ¢ FRER AT ANRERES (REATZER, #FH,
Bz, Wi, e, WIS »oRESNTBY, WEE, etk FBkicHE
THVAIBTA TV A I NEEICE - TREWREL VRS TV B IR
B&, (IS0 81001-1) ,

3.11 BRFEMIET (Bnd of Life : EOL) : BED T A ZH A 2 AITHBWT, HWERED
EBICESEXEDHMEMA RN OER LK T T 54, BEOL # Wz =&
DT, B2 EOL 7R (22— F~DiEa%) BREIN D,

312 A — MET (End of Support : EOS) : MDD T4 7H 4 Z 2BV, BlEE
BEBRETOFR— MNEBZRET DR, PR —MI, ZoREElx
7R, , ‘

3,13 RIS KA BT 5 SIS OBEARMIE O BBIC I T, IS O
LERAEZBATZETXIIRMBECEBIIZAETE RN X7 24 T A
(IEC 60601-1:2005+AMD1:2012)

3.14 BHA (Exploit) : fESMEZB L TES L AT 20 X2 VT 42 BETAZHO
BARE 2 1k (ISO/EC 27039:2015)

3.15 sEafE (ntegrity) : -7 —&# PMERR, BEIRF SRR, RELFEICLY
EESHTORWEHE (SO/IEC 29167-19:2016) ' -

316 VA —EFREER (U —#E8)  (Legacy Medical Device (Legacy Device)) : 3,
EOFAN—F 2V T 1 OBEIH U CHBRICRE T RV ERRS

3.17 FHHREIE (Non-Repudiation) : R4 LI HEULATE . BN Eh b a5 X =
Licm o7 47 4 ZFE T A8E77 (ISO/IEC 27000:2018)

3.18 BFEEE (Patient Harm) : BF DOIT 2 HAEMEE iR 5 (ISONEC Guide
51:2014 % K F)

M97?4ﬂ9w(Mww):MAK%¢5?~?®ﬂEKﬂ@&&W%&@@%K:
AL 4 B RATE XX E AT ST 2B AR & (ISO/TS 27799:2000)
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3.20

321

3.22

3.23

3.24

3.25

IMDRF/CYBER WG/N6OFINAL:2020

B (Threat) : X2 U574 2BEL, AFLESEI LELRN, &7, 1778
I ESENEET IO 2 ) 5 1 BROFEEM (ISONEC Guide 120)

BEES Y v/ (Threat Modeling) : 7 — % OREE, M. & SA Y —ERIE
O T /x-rALJ”“%&H@“T%L&@&63&%1&&%&%@% 673\%&‘671
@ﬁﬁfﬂ?%(&%ﬂﬂﬂﬂ%%S%ﬂ#%%ﬁ)

7y7?wb(mmw :Eﬁ%%y7%?x7%ﬁ%&LkEE\%%\ﬁﬁ
NSl AR R S

FEE 10 ISO/IEC 14764:2006 CHIET 3 Y 7 b7 = 7 BSFIREIC HKT 5.
B2 Ty 7T Mk, Sy FRUREEERS END,

W SR O LI T A B E I REH LRI o Y T b Y = T 0% A

TH D,

AU =y (Validation) : FBGTEHE RS = LI EoT, BRTBE
A A S EREEAGE STV Sk ARERT B & (IS0

19000:2015)

¥E 1 WY F— hEFREE, AU TF—Ta VEETLTWAREERT,
IR 2: NY F— o Vi %FFKMﬁ%FWT%méMé

fﬁniﬁ (Verification) g%ﬁﬁ@ﬂ%%ﬁ%ﬁ’ﬁ‘é Db ko T. BIEE R A
aShtTndz a%%mﬁéza(mwmc&Mmm

RS 1: REEO T DICHERFZBIFEI E LT, @E#%@&m Bl X B E
ﬁﬂﬁiiwvanm%wﬁﬁf&é ERB 5,

YERD 20 AR DTN B IEEI, TR T Y 2 TN 2 LR D B,
VER 3 YRR X, MGEEASSE bewéﬁ%%T#

ffE3a s (Vulnerability) @ —>LL EOZE Lo TEMASND DD 5 EHEX
I EFE DT A (ISO/MEC 27000:2018)

4.0 —IEHI

ATE T, ERSER AR, HEl . ﬁ#é@ W EEERE BRET &, BEIR
BB S—E ¥ U T 4 TS —REHRETR Y, AKHAFE L ADEEERL
TR BTV A Y EERNL, ERSRSRORRNRY A At X 2 T 4 2R LSED
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CHICHETHY, THIHD Z T, BEOLREEHET L LTCHRERDERBELN
Lo LB ENS, -

a1 ERES

EHFHEROY A N—X 2 VT o3, EBRNCER SR TWS, X2 U F 1 DA1 03
Ty, BPWE LU IEEOREARFIXE T, R0 E SN, BEE
ENCHEBEEZ D, BEORERGOFAEZHGITA Z L&ck-T, #HRTO~L R
TYAT ADRERECEPTRER DD, VA A—EFa2 V7 iz WY A
DEBEESE, A4/ _—Ta VR EHEL, yﬁfﬂ%mﬁiﬁﬁ%&ﬁﬁ&<%ﬁ®
HRICHERTREE 975 LT, BELEOMRZERTILDIIKRETHS, £TOE
EEBRE . ERBEOLI L TH A 2T A /58— F 1 Y 7‘4-?\1’53%@5%%
BEELTENEREIND, hicik, BEERE EREROSS A 7L sAREL
YRRV A N, BERBOTARY Y BHEIYR~0H S04 5 E R,
EWEE, TRERERICET B EEENS, -

42 BRI T7HA 2L

VAR~ F2 VT OBFEEOHEIEICEET 2 D 2713, WIHEHEERS EOS I
D, EFREROMNGEEMCETIEATOBRMEBLUTHRETTAZ EMNEE LI, HAa
Nt FHa UTF ¢ OBIEUEEE SIRMICEET 2 -0, Jx77$/ﬂ/b%ﬁ
DEFTA TV TN THEA L, 25, #1E, RRMOTHRBEHRSOLEERIC
WY A= Fa V7 4 JR7 ZRMAAOBERIIT5 2 EBRHEE LY,

BAMLEXa VT 4 LDOATUAREE D L bBETHD, MEEEL. F1 5 —k
®a) 7403 bRV ROGRREARAUR, ERMSRORAEROERIIEE
MR B T LB Th 5,

43 LRIWE

ERBEOVA St F 2 UT ¢, BUEEE, ~ 257 Fnl ] RELBELD
MessMRAEDOEMBECTH S, STOEEBRBRE L. @‘ﬁ%ﬁ%@éﬁ/r A O
WUT, BEMRYARNR—EX 0 VT 1 U A7 RO Z IR B8, TR, 87,
fEHILH . ﬁETétb HOOETEZHEREL, %@ﬁ&%%%&%&uﬁﬁféﬁﬁ
NH D,

44 FEHIiLHE

PAN_A—=EF2 YT 4 ICET B BROLFIL, B T3 a7 REREBNSERT S
BHO TPLC T i —F OEBHA CH 5, Yo ri=t ¥ 53 OEREPHEETHED

ETOREEBRED, HRATER CTRE BB RN T 5 Z L 88 Eh 5, Eﬁt
SIERPIEFESIND LRI oC, @ TOREMEERE, BRLBEL, BT 5 X
274 %%Wﬁib, FREEXNIST D0 OEIPER TS, FOo—RELT, 2TOHE
ERRE L, BEEREOEGETA~VAT 7T A 75 0%etk, e, ek U
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%1)74*E%Lﬁ5%4hwt%a)74@4//7/b B OWEFH I
AHA/ROGn I o= —varEleTaid, E@REASFTHE (Information
Sharing Analysis Organizations : ISAOs) ZHEMBAYICBMNT 5 Z LB RFI SN D, TOX
HHRBVBALEFI LT, BRAGARNLSEDIIENTESL, RANSTITLRE
LTERI S DY 9 —2DEMIEEFIEL LT, BRNZEREOREREREIT LN D,
Tl BEREDOB TR ANVAFT FasAl FRVERSR L —FIC O YR —
PHEATL L, mav AT AR o THERERVEDL, RN/, AFRE
RERAICIEE L, #ET 57201, MAOBEAYR & FRIE TS Z LnEEBINnD,

5.0 ERSEY £ A—E %2 ) F 1 OHRINEREE

ERHEEOY A X2 VT ik, 8O TA 7V A4 7 NMCE - TRETHZ LR
Bk <, %L¥%#E%%ﬁ®ﬁwm® REFEEPE R OSBRI RS T N E R ER
BdHn, HRATOERICE, 1) X2V 7 o2 fMRICE AL L, 2) ZETE
5uxyy$9%yb¥%%ﬁ%¢5:&\af%19?4ﬁ%\Eﬁﬁ%&ﬂ%i
FIOERT DO 2 EF R ERRE R CHIREEB O/ D OFE &2 LR
FTAHENEEND, WEEE L. AROTRMERZRFTOE, BRLALLBYO
FIABEICIN L, ST RARAMERO VT VA EMRET 5 LBREELY, B
TOLEETE, bR EHT 5 L3k, BT A4 734 7 L OmiRATERREICE
T ARSEEEA~OHRFEERHIRT S, 2B, EREERY T =TT TVA TN
BN, IEC 62304:2006/AMD 1:2015 IZHEE TN D

51 E%al)F4BEREERCT—%F 7 F it

%@%?U?f%‘%%&%Tﬁ%ﬂ—t%JD?%Kﬁ@%ﬁﬁﬁf%:&tiof\
LERTTREEBOA 2T LY bBEAEOTHIEE L V@Y & Z LA ETH
%o TOXDRBREA LTy ML, ERFEOME, REHRAERBOULTRAT R UK
%@Jz&vxxﬂzbﬂm% DT A 7Y A 2 NEE LTk IR %wrﬁ
M D,

X o VT EREIEL, T4 7HA 2O T 1 AOBERFEERFORE TRE
FHEZEBNEELY, EXa )T A BREARPEF 2T 4V RZ 0y ba— PR
OERIF & LT, AAMI TIR 57:2016, IEC TR 80001-2-2, IEC TR 80001-2-8, ISO
wmovU—X;NmTﬂﬁ%(ﬁ%:7y7bvm7%%7v AU — 2 (Secure
Software Development Framework : SSDF) 4) , OWASP FliT# (REHFRALCES< &
¥ = U5 4 %) . ENISA T{T#, %lm»x&?&@ﬁ%%% TEHREES
(Healthcare and Public Health Sector Coordinating Council : HSCC) AW/~ %2
U5 ¢ U Y7 (Joint Cyber Security Working Group : JCWG) OFITH (&
Hf%n)?Jﬁﬁ%)%ﬁ%é

SEREPHERGEORTERT S Z a#%ibwﬁ%ﬁm&il_ﬁbtomb
= 115 &)ZP%E%T5%®TME< HETHLHRTH S,
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aEHEAl R

BOHIER L, E&%ﬁmﬁm%ﬁxu$/bv 7 bR s
NAEFRIZOWTHRETD 2 EMNEE LV, EE I,

ﬁﬁ%ﬁ&@%ﬁﬁ%ﬁﬁiméo%ﬁﬁﬂ@ﬁkaH\
Wi-Fi, 4 —% % > b, bluetooth, USB &% 55,

| BEEE, AL DANDLTRL . 2TOANORIE
BEEEZBEIT D Z L IZ oW TIRET L, Rt BV is(E et
PR— FER TRV EFEES, RENR Y N7 —27 X
VA —ER S L L TBET %, %%?F&me
HHEEEBRTAHENEE L,

BEEE, ERBROLSET - FBEPARET 7B,
AERWE NI HBE N GRET D PEIZ SV THRNT S
w&%%ibwo%Zﬁ\%ﬁﬁﬁﬁ@ﬁ%%ﬁ%?bﬁ
WE OMEFRHEFE, WE oS, BElcREShaey
FXMT~ﬁ®TEﬁﬁ%%<ﬁ% T o T WO T A ER B4

IR RO BSOSOV TR T A 2 L BEE L
l,\

BEX T RH(E

BIESEET. Eﬁwﬁuﬁﬁénéxm%ﬁhéﬂéﬁif
BT — & 2R RS LV BT AETIC ORI 3
TENREEL, FlIziE, AT — FIZIES ko L~ T{R#
Shiryva b LTRETH 2 EREE L, B
BLERENL, BET R FaAORA - VH, —F R
ﬁﬁ%ﬁ%?étbﬂﬁ%@%ﬁﬂ@ﬁ%ﬁﬁ@?é:k%
B Sl MBHICRD Y A7 av P r— L REOELAIZ |
b\“ﬂﬁ“ﬁ‘%’) EMREE LWy,

7 5 Rl

fEZEE L, T~ﬁ®€m%m%%ﬁf%é&ﬁ%ﬁng.
ZHUETT L7201z, BE e SBROTE— E VAT AL
SNDOT XTI Fy EBFMT A ENET LI,
RIEEH T, B0V 7 b7t AR ELRTRES, E
%w%m%é%mﬁféUxﬁuowrﬁﬁfécgﬁgg
L,

@m%%m TANAR, ANRA =T, ForPFuy7ER
FOMODEBEDH D o — FREREBRCEITIhE - 255
I, wAY = THFED 2 b — >0 TR %
TEREE L,

Ba et

REERE L, %ﬁ%ﬁwﬁﬁﬁmﬁﬁ %&&:~ﬁ®&%
VST T 7 e AN E N IIREFD T 7 B A%, o
PFOT 7 AN ONTRET DI EBEE L, Eix,
B OERBBRSCBEON CR URIEBRALE LR b
NEE LW, BEXRT 7 v RALETOME LCH, /S2 7 —
B, =Ry a7 & —, KSR i o E MR T4 pk

3-5“9"@% MR
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TERVRREEFENH L.

V7 7= TR

BIEFEF L, E%MET/7TWF®%%7HﬂZ&E%7
o AHMENL, FOERELTTDHZ LHEEL L,

BEEE Y ARL—F 4 VTV AT L, = =T 4 X
WA= —AD YT NI =T OT v I P RERCE
BB SWTHRHAT A EREE LY, £, BUEEER
., V7RI TOF v T R0, BRETRVW -V a v
DAL —F 4 T RF A R TEET SERERY 7 Y
=T BFHENEN L o ENA AL T A VTV AT A
BEA~OLFEEESIRZT A I ENEE L,

RIS W BRI A~k F 2 U T 1 O
M L TEX a7 Thhkbio, EREBROT v 77 -1
FHRICOWTHRET B2 2 REE LW, FIE,. Ty TF—|
MBI a—FAAOCET, BEREBRICLIB87 v 77
— F OEE, 7/77%%%Eﬁﬁ%®ﬁé%&ﬁ%_%%
WA TIF X 2T LR REET S FESCET A RENRE EN
Do ‘ '

BEREFY 7y T DR EET A DB RIS
WTHRETT 5 &3 _\Hth%%%oﬁ&%mmr%ﬁ
m7/77~%@EE%%@ET%ﬁ&howfﬁﬁT%%

CEMEE LW,

WEH T 7 A

TREEED. FFAEC LA ERRE~DT 7 ALFHIET

AREIZOVWTHRET B EBEE LY, FlzE, A— %
WEII R v 735, F— hDT 7t A BB HIRT
5 IS E R TR LIS r — TV ERWET 72 AR
b AEOFREPRETE I EREE LY,

B R UVA]

BUNSREE Y, EFRROREAMREHET O, T3
X2 VT 4 BURERM. B, SR OEIR T DGR
W TRET A 2 EAEE LW, '

R 1.

P TR OEANL, B o T AR L o TRERT K TH B,

ERSHORIHCI T HRMBHIH T S RETRR

HWAEDE L

DVT + I = THET A THA 7 ATF AR, ZORUNEZIZITOHBES

RATTNB DT TRV,

Egsss sy 7 Ly o 7 X ERET AEERE R, Aoy 7 b

7= 7RI EF 2 )5 4 DIFAIEHAAT Z EBNEETHD, fhgEE T, B0
LS54 THA I NEBLTY 227 BOBIELET2 220, MOV A —EF=a
YT 4 BT AR RRIERRD BB,
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IMDRF/CYBER WG/N60FINAL:202@
5.2 ﬂ%CLﬁ?B)R??* VAV MER

xR 2T g b REM %?é@é&)2§7$/ﬁ/Pﬁ%# BRSO TA 7Y
A ZNEBLUTHAAENLTOD I EBEE LW, EERIEROZEME &AM 3
RIEENTEEE RITT, B 3Bk B XL RCER YA R~ F 205 4
AZIZOVTH, VAZ=EXPAL P Fav RABWCRMNEND Z ENEE L, &l
EFEAL, 180 149712019 B SN T WD U X 7 =R A 2 U AAMI TIR57:2016
R AAMI TIR97:2019 ECHEIN TV B A N—EF 2 UF 4 VRV TR DAV M %
EH LT, )x?vx/}/¥7u%2®—F&LTH?@ZT/T%%H L REE
[PAN

PANR—2 X2 VT ORBERHFETH

EHET LY R EBHEL, FIMiT5

YRy EZRAELL~NVETayin—1T5

YRY 2y he— A0SR TE - BET S ‘ '
HRELBECEAE ICHT 2 RN RERRZBL T, VA7 ICET S ER2EE
T5

X2V F A VAR DR T2 %™ 1127 LE (AAMI TIR57:2016 705 |
) o Thid, 2FMRT A IR A hO—EEER T AV R I ~vRIUA L e
BTAELUTEBTE D L, Wik, ZRAOFOMOEN = U5 ¢ BEREL S
SHT, ISO 149712019 DY R/ = F VAV MR RICHAAL - L L TEX 5, e
STV T ISO/TR 24971:2020 DB E F #8425 - &,
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Exa YT 4 VAL

}
-

. EFEEROFR; SEA
BUEFEESROEX Y
5 1B B B ORI
i

- R BESME, B, B

' HEORE

o EBTHTELESEO
MAEFLEETHY A
7 OHEE

L.
tH 2D F 4 VAT

EFa Y Fo VA b

‘ .

Y
T kFaVF A4 VRITRARAAYD

FHLYFA VA ha—
NWRBOEIR
EHaVF4 YR AV FO—
NEFBRDRE

B Y AP OFFE

YARY « RT A v O
YAy @ ba—ARRIC L
TELBY RS

YRAL b ODFET

EE2UTFAYRTwRT AL

ShMEERE Y F A YRS
O F AR

EHaVFL VAT
wARUA YV NBEE

Bl R ORGSR O R

-

M1 v%aU5q ) AZRDAY M FREAOEMRE
(AAMI TIR57:2016 * LR 2B/ TEIH)

ERMBOBEEICET AV A N Xa VT 4 DV R 7G50, YA 3—Ex 2V T«
DY EATHERE, BPESERShAGEOBERTOERITEELC, &
EDY Y FEICENT D2 ERLE LV, ZOMTICEWTHE, MEORERGY
A 7BRECOVTHRFNT O ENREL L, :
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2. Essential Principles of Safety and Performance of Medical Devices and IVD Medical
Devices IMDRF/GRRP WG/N47 FINAL:2018 (November 2018)
72 Bk
3, AAMI TIR57:2016 Principles for medical device security—Risk manageinent
. 4. AAMI TIR 97:2019, Principles for medical device security—Postmarket risk management
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5. IEC 60601-1:2005+AMDI1:2012, Medical electrical equipment - Part 1: Genetal
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11.1ISO 13485: 2016 Medical devices — Quality management systems — Requ1rements for
regulatory purposes
12. ISO 14971:2019, Medical devices — Application of risk management to medical devices
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13. ISO/TR 80001-2-7:2015, Application of risk management for IT-networks incorporating
medical devices — Application guidance — Part 2-7: Guidance for Healthcare Delivery
Organizations (HDOs) on how to self-assess their conformance with IEC 80001-1
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22. ANSM (Draft): Cybersecurlty of medical devices integrating software durmg their life cycle
(July 2019)

23 China: Medical Device Network Security Registration on Techmcal Review Guidance
Principle (January 2017)

24. European Commission: REGULATION (EU) 2017/745 OF THE EUROPEAN
PARLIAMENT AND OF THE COUNCIL of 5 April 2017 on medical devices, amending
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25. Buropean  Commission: REGULATION (EU) 2017/746 OF THE EUROPEAN
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F—2A+FV7
CERT Australiac (CERT A—2X + 5 U 7)
https://www.cert.gov.aw/

-AusCERT
https://www.auscert.org.an/

77V
All Certs in Brazil(77 /VIEN @ CERT &)
hitps://'www.cert.br/csirts/brazil/

Y
Canadian Centre for Cyber Secutity(H 7 & A R—t X2 U F 4 H#—)
https://www.cyber.ge.ca/

BN
CERT European Union(CERT BRJHEA)
https://cert.curopa.eu

7FAR
ANSM
https://ansm.sante, fr/

htips://www . ansoLsanle. i/Declarer-un-effel-indesirable/Votre-declaration-concerne-un-
dispositif-medical/Votre-declaration-concerne-un-dispositif-medical/(offset)/0

French Ministry of Health and Solidarity(7 7 » A B4 K)
https://solidarites-sante. gouv. ft/soins-et-maladies/signalement-sante-gouv-1i/

Shared Health Information Systems Agency(FEH ERIFH T A F LIT)
https://www.cyberveille-sante.gouv. i/

ANSSI - National Agency for Information Systems Security(EI R BFWM I AT LAEF 2 U 7 o
o - '
‘https:/fwww .ssi.gouv. ft/en/

A
CERT Germany(CERT F- ¥/)
https:/fwww.cert-bund.de/ - - - -

AZY7
https://www.csirt-ita.it/
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HA

Japan Computer Emergency Resporse TeanﬂCoordlnatlon Center(JPCERT a—F 4 F—Ta
& # - JPCERT/CC)
hitps://www jpcert.or.jp/vh/top.html or https://Ww.Jpcert.or.Jp/enghsh/

YU IR
SingCERT
https://www.csa.gov.sg/singcert/news/advisories-alerts

KE _
Industrial Control Systems CERT(F‘%?E* 13, A I CERT:ICS-CERT)

https://www.us-cert.gov/ics

'US CERT(CERT X[E) -
hitps://www.us-cert.gov/
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